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How NSX Works

* Prerequisites
— Vmware Vcenter server 5.5+
— Vmware ESXi hypervisor 5.5+
— Vmware Virtual Distributed Switch (vDS)
— All ESXi hosts must:

e Be in a Datacenter Cluster
e Use vDS version 5.5

— Uplinks and vDS - MTU 1550+ ot
* 50 bytes for VXLAN | =
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How NSX Works, cont.

 An NSX Manager installs all of the components
— NSX Controllers
— VXLAN transport interfaces
— Distributed firewall
— Edge Services Gateway

e The NSX Controllers install all of the virtual
networking on the ESXi hosts in a cluster
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vmware* vSphere Web Client ft @ Updated at5:38PM {) | saduncanj@corp.tachyondynamics.com * | Help =

4 Home RO

Networking & Security Management ‘ Host Preparation  Logical Metwork Preparation  Semvice Deployments
5 NSX Home

IY Installation NSX Manager

" Logical Switches {8} Actions (@
=== N3¥ Edges NSX Manager IP Address vlenter Version

P Firewall 58101.0.70 10.1.0.70 [/ TDITWCVCO02.corp tachyondyn...  6.1.3.2591148
2 SpoofGuard

& Senvice Definitions

[ Senice Composer
@) Data Security

[.#] Flow Monitoring
(L4 Activity Monitoring NSX Controller nodes

+ Networking & Security Inventory I"Q

% NSX Managers n ) Status Cluster/Resource P...  Datastore Host Software Version NSX Manager
controller-2 10.1.0.100 v Normal TW/Resources  TDITWESX003-DE 10.253.0.103 6.1.41394 £510.1.0.70
controller-3 10.1.0.101 + Normal TW/Resources  TDITWESX001-DE 10.253.0.101 G.1.41394 %10.‘1.0.?0




How NSX Works, cont.

 VXLAN Transport interfaces created

* NFV tools to deploy:
— Logical virtual switches
— Logical virtual firewalls
— Logical virtual routers

— Logical virtual-load balancers
— VPN services
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802.1q Trunk:

v10 — ESX management
v20 — vMotion

v10 — Data VLAN

VLAN 10 — Data Transit VLAN
VXLAN subnets
**all routed internally

Edge Services Gateway

Gateway for VXLAN subnets
-10.0.0.1

-192.168.0.1

-etc...

Virtual
firewall Virtual
firewall




IPv6 Capabilities with NSX

Edge Services Gateway (ESG) can route all IPv6
traffic over VXLAN Tunnel Interfaces

Full support for IPv6 firewall rule creation

IPv6 routing on ESG can support full static
routing

Full support for IPv6 load-balancing
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IPv6 Limitations with NSX

VXLAN “underlay” network is IPv4 only

Logical virtual router does not support IPv6
addressing or routing

— Edge Services Gateway (ESG) must route all IPv6

ESG does not have support for IPv6 routing
protocols (BGP, OSPFv3, etc)

ESG does not send Router Advertisements or

have DHCPv6 relay functionality Q,Z’i
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How To Deploy IPv6 on NSX

Create IPv6-enabled VXLAN Tunnel Interfaces

(VTI) on the Edge Services Gateway

On the Logical Virtual Switch ensure this
subnet is added as a VTl in Vcenter

Attach the VTI to the virtual machine (VM)

Configure IPv6 firewall rules for each VM
Configure the IPv6 address on the VM
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" Edit Settings

Mame:

Description:

Replication mode:

[w] Enable IP Discovery
[w/] Enable MAC Learning




O | saduncanj@corptachyondynamics.com = | Help

== TDLESG  Actions ~

Summary  Monitor | Manage

[Setlings Firewall | DHCP | MAT | Routing | Load Balancer S335L VPM-Plus | Grouping Dbjectsl

“ 2% 0 Job(s) In Progress

Configuration

Configure interfaces of this NSX Edge. Internal

& % @ g Actions

Certificates

wMNIC#H i & Mame V Subnet Prefix Length
] Lplink 10.90.0.4*%
20071:470:2073:90::4*

10.891.01* TDI-Switch
Internal

2007470073911

Internal
Internal
Internal

Internal




lient fi & U |

saduncanj@corp.tachyondynamics.com + | Hel

Summary  Monitor | Manage | W
efault
Load Balancer L VPN-Plus | Grouping Objects Route

% 7 x (@

Global Configuration Type Metwork MNext Hop

Static Routes user =10 2001:470:e073:90::1

OSPF

Description

BGP
15-15

Route Redistribution




Using IPv6 on NSX

* Configure physical route uplink routing

-

10.255.0.1 - PuTTY I .

TDITWETEl#=sh ipvée route 2001:470:e073:50::/60
Eouting entry for 2001:470:E073:80::/60

Enown via "static™, distance 1, metric 0

Eedistributing via o=spf 1, eigrp 1

Eoute count is 171, share count O

REouting paths:

2001:470:E073:90::4
La=st updated 00:39:48 ago

Rochy Wowtan Pl Task Force
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Using IPv6 on NSX

e Attach a virtual machine to the Logical Switch & address
with 2001:470:e073:91::/64 subnet

TDI-Switch - Add Virtual Machines

1 Select Virtual Machii Select Virtual Machines

Select VMs to connectto this network
2 SelectvNICs

3 Ready to complete

Filter
SPEEDTESTO1
TDITWCADOO1
EEQ o1 #t The primary network interface
TOITIC auto ethd
TDITWCWSL iface eth® inet static
TOmWbABOY address 10.91.0.10
B netmask 255.255.255.0
TR EI9R network 10.91.0.0
TDITWEWEB001 broadcast 10.91.0.255
TDITWIPAMOD1 gateway 10.91.0.1
TOIMANIS00T # dns—= options are implemented by the resoluconf pac

dns—nameservers 8.5.8.8

dns—search tachyondynamics.com
iface eth? inetb static

address 2001:470:e073:91::10

netmask 64

gateway 2001:470:e073:91::1
iface eth® inet6b auto




Using IPv6 on NSX

e All happy to Google

rootetest-web-—nsx:"#

rootetest-web-nsx:"# pingb google.com

PING google.com(iadZ3s26—in—x03.1e100.net) 56 data bytes

64 bytes from iadZ23sZ2b6-in—x03.1el00.net: icmp_seq=1 tt1=54 time=19.4 mn=
64 bytes from iadZ3s£db-in—x03.1el00.net: icmp_seq=£Z ttl=541 timne=19.1 mns
64 bytes from iadZ3sZb-in—x03.1el00.net: icmp_seq=3 ttl1=54 time=19.3 mns
b4 bytes from iadZ3=Z6-in—x03.1el00.net: icmp_seq=4 ttl=54 time=19.3 ms
64 bytes from iadZ23s26—in—x03.1el00.net: icmp_seq=5 ttl1=54 time=19.2 m=
64 bytes from iadZ23sZb-in—x03.1el00.net: icmp_seq=6 tt1=54 time=19.0 m=
b6 packets, 0+ loss, nminsavgrsewnasmax = 19.029-19.254.-19.344-19.479

64 bytes from iadZ3=sZb6-in—x03.1el00.net: icmp_seq=?¢ ttl=54 time=19.2 mn=
64 bytes from iadZ3s26-in—x03.1el00.net: icmp_seq=8 ttl1=54 time=19.8 m=
64 bytes from iadZ3s26-in—x03.1el00.net: icmp_seq=9 tt1=54 time=19.5 m=
b4 bytes from iadZ23dsZdb-in—x03.1el00.net: icmp_seq=10 tt1=-54 time=£5.8 ns




802.1q Trunk - LACP:
v98 — ESX management
v98 — vMotion

v90 — Data VLAN

Vmware vDS S
\ Uplink — VLAN 90

VLAN 5000 — Data Transit VLAN -10.90.0.4/24
VXLAN subpets -200:470:e073:90::4/64
**all routed internally

Gateway for VXLAN subnets

-10.91.0.0/24
Edge Services Gateway -200:470:e073:91::/64

ég Logical virtual switch .
Virtual
firewall Virtual
firewall NFV
Manage

VM2
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Questions?

Jeremy Duncan
Tachyon Dynamics

Twitter 2 @nacnud or @TachyonDynamics
Email 2 Jduncan@tachyondynamics.com

Website = https://www.tachyondynamics.com
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