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Overview

* |Pv6 and the residential service providers
 |Pv6 residential deployment scenarios
* Hurricane Electric
* SIXXS
* GoGob6
* Tunnel providers to never use
 Demo with Hurricane Electric and PFSense
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Service Provider Status

Comcast
Verizon FIOS
e Cox

Time Warner
Mobile
Anyone else?
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Comcast

* The largest IPv6 residential deployment in the world
to date

 Information page: http://www.comcast6.net/

* Provides an extensive set of tools for IPv6

« Can test IPv6 capabillity: http://test-
Ipv6.comcast.net/

« Can test IPv6 speed using custom Ookla on native

XFINITY speed test site:
http://speedtest.comcast.net/
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Comcast

Comcast IPv6 Deployment
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Ei " R it PING  DOWNLOAD UPLDAD
dare Your xesu 1Pv8 32 6.62up 18.6 wops
Copy the URL below :

to share an image of your 1PV6 35m  7.21mp 30.%mp
speed test result. Sarvar: Washin gton DC, VA - Distance: 5550 mi

COPY URL http://stage.results.speedtest.comcast

Ping Download Upload
|IPva|32ms | 6.62 Mbps 18.60 Mbps

PEAK: 6.81 Mbps PEAK: 19.82 Mbps

35ms | 7.21 Mbps 30.40 Mbps

PEAK: 14.19 Mbps PEAK: 32.92 Mbps
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Verizon FIOS

“Verizon is rolling out IPv6 address space in a
"dual stack” mode ... The upgrades will start
In 2013 and the first phase will include Verizon
FIOS customers who have a dynamic IP
address. Unless there is a need to enter an IP
address directly, these changes will generally
be transparent our customers”

« Some limited commercial deployments, no
residential — very far behind

* Virtually no communication — no roadmap
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Verizon FIOS

Moving to new Greenwave G110
« 802.11ac (1.3 Gbps WiFi), Zigbee, IPv6
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IPv6 Firewall

Logout

IPv6 Configuration Control

1. Enable IPv6 Support
IPVE: @ Enabled () Disabled
2. Specify the method to be used to obtain your WAN IPv6 Address
IPvE WAN Configuration: DHCPvE
Prefix:

@ Obtain IPv6 DNS Server address automatically

Usze the following IPv6 DNS Server addresses

3. Specify the method to be used to assign LAN IPv6 addresses
IPv6E LAN Configuration: Stateless -
LAN IPv6E Unique Local Address: fdoo::1/64
LAN IPvE Link Local Address: fean::27f:2&8ff:fece: 5afc
LAMN Subnet Number: 0

Router Advertisement Lifetime: minutes (0-150)

_acply [ Cancel ]
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Cox Communications

« Have an IPv6 FAQ Page:
http://www.cox.com/residential/support/internet/
article.cox?articleld=0bced860-9666-11df-6baf-
000000000000

« Commercial customer trials — 2015

* Residential customer implementations — 2015
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Time Warner

« Have an IPv6 Transition Page:
http://www.timewarnercable.com/en/support/int

ernet/topics/ipv6.html
* 90% deployed in residential networks
* Currently deploying commercial customers

« Tested CPE List:
http://www.timewarnercable.com/en/support/int

ernet/topics/buy-your-modem.html
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IPv6 Rankings — Home

Company IPv6 Planning IPv6 Deployments Complete

Comcast J J

Verizon FiOS x x

Cox J x

Time Warner J J
PN
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IPv6 Rankings — Mobile

Company IPv6 Planning IPv6 Deployments Complete

Verizon Wireless J

AT&T

Vs
T-Mobile \/

v
X
v
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So you don’t have IPv6 at home...

* Do It yourself!
* Hurricane Electric 6in4 routed static tunnels
« SIXXSs
« GoGob6

|~
o~

_ = ‘
It's time to kick;ass and assign IPv4

£ r:,‘a g
atddresses

and I'm all out of IPv4 addresses
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Hurricane Electric

* The best IPv6 tunnel provider — oh and it's free
* Provisioning IS super easy

* Anything that can do Protocol 41 (6in4) can use
Hurricane Electric

o (Offers IPv4/IPv6 hosted DNS service
* |Pv6 training (Sage)

* |Pv6 BGP peering @
HURRICANE ELECTRIC
INTERNET SERVICES
« Demo!! ©
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Hurricane Electric

* ttp://ne.net

« Can configure Hurricane Electric IPv6 tunnels on:

« Cisco Router/L3 switch/ASA Firewall (Cisco 10S) - Demo!! ©
« Juniper router/firewall (JunOS & ScreenQOS)

« PFSense Firewall > Demo!! ©

« Linux server/workstation

 Windows server/workstation

*  OpenWRT

* Vyatta router

« Apple Airport

~=n* , Foitigate and Checkpoint firewalls
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http://he.net/

* https://www.sixxs.net

* Another provider, community supported

« Automatic IPv6 Client Utility (AICCU)

 UDP-based client = server tunnel
« Uses client application
* AYIYA protocol (Anything-in-Anything)
UDP port 5072
* Also offer 6in4 router/firewall tunnels
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https://www.sixxs.net/

http://www.gogo6.com/freenet6/tunnelbroker

* Very similar to SixXs

« Came from the company Hexago

* Tunneling service is Freenet6 (hey, it's free

Pvo)

« Client 2> Server model

« UDP-tunnel, DS-Lite, and Protocol 41
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http://www.gogo6.com/freenet6/tunnelbroker

Please don’t do this...

 Don’t re-enable Teredo on your Windows
domain machine

e Security nightmare
* Never know which Teredo relay you are using

* You likely won't be able to use 6to4
because you don't have a public IPv4
address

* If you do, still don’t use it — see above, but
/\ protocol 41 based
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Basic | Advanced | 5tatus ||log

Connection Status

Tunnel Information

Virtual Tunneling Adapter: Local Area Connection 3
Tunnel Mode: IPvG-in-UDP-IPvd Tunnel (NAT Traversal)
Local Endpoint Addresses: 173.66.52.203

2001:05c0:1000:000b:0000:0000:0000:1f 1
Remote Endpoint Addresses: 64.86.88.116
2001:05c0:1000:000b:0000:0000:0000:1f0

Server Address: montreal. freenet.net

Delegated Prefix (none)

Delegated User Domain: nacnud.broker.freenetf.net

Connected
10<

Tunnel Status:

Tunnel Duration:

Last Error: (none)

Sent — % — Received
o |

Activity

Packets:

9—RN)—

Check for update Apph
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Demo Timel

« Setup Hurricane Electric 6in4 Tunnel
« With PFSense firewall
* With Cisco I0S

@ HURRICANE ELECTRIC
INTERNET SERVICES

K Sense

Ir
CISCO.
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Summary

* Ifyou have Verizon FIOS, they suck and have no plan.

* |f you have Comcast, you probably already have IPv6 In
your house.

* |f you don’t there’s so many ways to get IPv6 going:

 Hurricane Electric
e SixXs
e GoGo6b

Never ever, ever, ever use Teredo or any kind of
6to4
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Questions?

tachyondynamics.com
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Contact

Jeremy Duncan — jduncan@tachyondynamics.com

 |Pv6 Architect, Managing Partner

« Twitter: @nacnud and @ TachyonDynamics

 Blog: http://tachyondynamics.com/blog

* |Pv6 Speed Test site:
http://sonar.tachyondynamics.com/speedtest.swf
Y U NO USE IPV6?
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